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ITIL

IT Infrastructure Library (ITIL) provides guidance on service management to deliver high-
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PMBOK

The Project Management Body of Knowledge provides and promotes a common lexicon for
discussing, writing and applying project management.
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PRINCE?Z2

PRINCE2 defines a project management method focusing on the business case driving all the
project management processes.
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Plan & Organize

CMMI

Capability Maturity Model Integration is a best practice for improving processes in system
engineering, integrated product development and supplier sourcing.
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NIST 800-14

National Institute of Standards and Technology (NIST) generally accepted principles and
practices for securing information technology systems.

Plan & Organize Acquire & Implement
PO 1 PO 2 ) All cquire and i Al 4
. , PO 3 Define IT PO 5 Identify a Acquire and
Define Define . Maintain L Enable
. Determine Processes, Manage IT Automated Maintain :
Strategic . Application Operation
¥ Investment » Solution
PO 10 Perlcﬁre
Manage T Accredit
Quality Projects Resources olutions &
Monitor & Evaluate Deliver & Support
ME 1 I.DSl DS 2 DS 3 DS 4 DS 5 DS 6
. Define and .
Monitor & Manage Manage Ensure Ensure Identify
Evaluate Manage Third-part and Allocate
Evaluate IT Internal Service party
Rerformang l Levels Service Costs

DS 8 DS 12 DS 13

ME 3 DS 7
Ensure Educate Manage Manage
Provide IT . . Manage
Regulatory and Physmal Operations
qgvironmg

Governancg

in Use

Compliance




ISO/IEC 17799:2005

ISO/IEC 1779:2005 provides best practice for developing and maintaining security standards
and management practices to improve inter-organizational reliability of information security.
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ISO/IEC TR 13335

Information Technology—Guidelines for the Management of IT Security is a technical report
providing a structured approach to security management.
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ISO/IEC 15408:2005

Security Techniqgues—Evaluation Criteria for IT Security is an international standard
defining criteria for a common and comparable evaluation of IT security
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COSO

Committee of Sponsoring Organizations of the Treadway Commission (COSOQO) focuses on
management internal control at a very high level and is not IT specific.
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FIPS Pub 200

Minimum Security Requirements for Federal Information and Information Systems.

Plan & Organize

Acquire & Implement

PO 1
Define
Strategic

PO 2
Define

Define IT
Processes,

PO 3
Determine

Quality

PO 5
Manage IT

Investment *

PO 10
Manage
Projects

All
Identify e e
Automated Maintain
Solutions Application
Al 5
Pmﬁure Manage Accredit
Resources Change olutions &

Deliver & Support

ME 1
Monitor &
Evaluate IT
Performance

ME 3
Ensure
Regulatory
Compliance

Evaluate

Internal

Provide IT

Governancg

DS1
Define and Mgr?aée Mgr?a?g)je
Manage
Service
Levels

DS 7
Educate

DS 4 DS 5 DS 6
Ensure Ensure Identify
Continuous and Allocate
Service Costs

DS 12

DS 13

DS 10 Manage
Manage Ph sigal Manage
Problems Y Operations

nvironme




TickIT

TickIT is a scheme for assessment and certification of an organization’s software quality
management system.
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TOGAF 8.1

The Open Group Architecture Framework is a detailed method and set of supporting tools for
developing an enterprise architecture.
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|IT Baseline Protection Manual

IT BPM is a handbook recommending security safeguards for typical IT systems.
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Conclusion
Best Practices Top 10 Reasons

IT becomes the growth engine of the organization

Levels the playing field for IT to have a voice in the executive table

Moves IT from cost-center mentality to value-center mentality

Brings risk into the forefront enabling IT to convey concerns constructively
Enables for regulatory compliance

Provides business oriented measures to monitor IT performance
Promotes IT and Business joint responsibility and accountability

Aligns IT goals with business goals

Links IT processes to business process

10. Clarifies IT activities, output and contributions
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