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Enterprise Risk
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Risk management issues have fundamentally changed the roles
of CEQ, CFO and the Board

CEO

CFO

Board as a whole
Audit committee
Business unit heads
CRO

Risk committee

Risk department

Internal audit function
clo

El| ERNST & YOUNG

Compliance & business ethics Risk. Let's talk.

Q:Who has seen their role change most significantly in response to risk management iss ues ?
Percentage of all respondents {44 1)
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Areas included in formal risk assessment process

Operational risk

Compliance (laws and regulations) risk

Financlal reporting risk

Strateglc risk 79
Security risk 78
Fraud 76
Currency or treasury risk 75
Trade credit or customer insolvency risk 75
Transactional risk 74
Reputational risk 73
Business ethics 72

Tax risk 69
Technology risk 66

Competitive risk 63

Pricing risk 61

Q: Which areas are included in your company’s formal risk ass essment process ?
Percentage of all respondents (441)

87
86
85
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Management Risk Management
IT
Management ?

IT CIPS

Project Risk Guideline
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INTERNATIONAL ISO/FDIS
STANDARD 31000

Risk management — Principles and
guidelines

Management du risque — Principes et lignes directrices




Design of framework for
managing risk

Risk
Management
Process
a

Continual improvement of the Implementing risk
amework J, > management

isk Management
Infrastructure:

ing and review of the
framework

2 2""

a) Craates value
Mandate
b) intagral part of and —
organizational processes commitmant (4.2) L ——
abiishing the conta:
c) Part of decision making : (5.3)
d) Explicitly addrosses
Hainty ——— Risk assessmant(5.4)
|| framework B
o) Systematic, structured for managing risk i
and timaly 4.3) g 4._..‘ Risk identification (5.4.2) i‘_., E
1) Based on tha best F _E
available information H .
Continual Implementing i °
g) Tailored improvement iy H 2
olths; management | [*—"1 =
-.{ Risk analysis (5.4.3 ;<—->
) Takes human and framework (44) " s s E
cultural factors into (4:8)
account E i
i) Transparent and inclusivel E
. S
] Dynamic, iterative and Monitoring 4-—% Risk evaluation (5.4.4) }._..
responsiva ta char sad sl
of the
¥) Facilitates continual b=
improvemant and @
anhancement of the
arganization Risk traatment (5.5)
Principles for managing Framework for managing
risk risk
(Clause 3) (Clause 4)

Pracass for managing risk
(Glauss 5)
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age IT risks

that satisfies the business requirement for IT of

ting IT risks and their potential impact on business processes and goals

by focusing on

development of a risk management framework that is integrated in business and operational
risk management frmeworks, nsk assessment, sk mitigation and communication of

residual risk

Is achleved by

suring that risk management is fully embedded in management processes,
internally and externally, and consistently applied

* Performing risk assessments

= Recommending and communicating risk remedial action plans

and Is measured by

* Percent of critical IT objectives covered by nsk assessment
* Percent of identified ¢ al IT risks with action plans developed
* Percent of nsk management action plans approvied for implementation
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